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7 DIFFERENTES TECHNIQUES

PHARMA

UNC832

T1190 Attague des applications exposees
T1105 Transfert données par protocole standard

LEGAL

FIN12

T1078 Utilise des comptes volés
T1219 Transfert données outils de support
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@ QUE FAIRE P

ACTIFS & ENVIRONNEMENT A PROTEGER

STRATEGIE DE GESTION DE RISQUE

QUELLES MENACES

UNE STRATEGIE A METTRE EN OEUVRE AVEC LES RESSOURCES NECESSAIRES

T ZENRATA



- LA CYBERATTAQULE DE HSIEE

Opening of email attachment led to HSE
cyber attack, report finds

Ransomware attack could be repeated and HSE is taking steps to mitigate risk, says
Reid

Report reveals hackers got into

'frail' IT system two months
before HSE took action

NEWSTALK BREAKFAST

HSE Cyberat

HSE cyber-attack: Irish health
service still recovering months after

hack

heil.

ck

HSE failed to respond to alerts of malicious activity before
crippling cyber attack, report reveals

May 14 hacking left computer systems paralysed for weeks and led to mass cancellation of vital surgeries

and scans
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Algrte Alerte Alerte
hopital A hopital B fournisseur
. séCL_Jrité

07/05/2021 12/05/2021 14/05/2021 21/09/2021

Infection : - - :
E]E Compromissionde 7 Execution ransomware: ~99 % serveurs et
18/03/2021 hépitaux cryptage des donnees applications restaurés
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@ L'ATOUT HUMAIN

Compréhension des alertes

Comprehension des TTP des hackers

Investigation - Isolation
Remediation et correction des vulnérabhilites
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% ;(/ % Full MSSP service
*\_D Outsourced cyber

security services

OUIR AUD

Deep analysis of your
I ,I !o I I—‘ I ION \ 4 infrastructure for fast
track to cyber maturity

SERVICES BV oG

, 7 Resolving efficiently your
\ \\ ' cyber problems &
\ \ projects

Quick and efficient first
responders following an
incident

REAT INTEL.

Visibility on outside
threats targeting you

RAINING

Empowering your team
with awareness and
best practices

i OT PROTECTION

) Securing your industrial
/ k:@ X revolution
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